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ABSTRACT

A Design of a Digital Lockout Tagout System with Machine Learning

Brandon H Chen

Lockout Tagout (LOTO) is a safety procedure instated by the Occupational Safety

and Health Administration (OSHA) when doing maintenance on dangerous machinery

and hazardous power sources. In this procedure, authorized workers shut off the

machinery and use physical locks and tags to prevent operation during maintenance.

LOTO has been the industry standard for 32 years since it was instantiated, being

used in many different industries such as industrial work, mining, and agriculture.

However, LOTO is not without its issues. The LOTO procedure requires employees

to be trained and is prone to human error. As well, there is a clash between the

technological advancement of machinery and the requirement of physical locks and

tags required for LOTO. In this thesis, we propose a digital LOTO system to help

streamline the LOTO procedure and increase the safety of the workers with machine

learning. We first discuss what LOTO is, its current requirements, limitations, and

issues. Then we look at current IoT locks and digital LOTO solutions and compare

them to the requirements of traditional LOTO. Then we present our proposed digital

LOTO system which will enhance the safety of workers and streamline the LOTO

process with machine learning. Our digital LOTO system uses a rule-based system

that enforces and streamlines the LOTO procedure and uses machine learning to

detect potential violations of LOTO standards. We also validate that our system

fulfills the requirements of LOTO and that the combination of machine learning and

rule-based systems ensures the safety of workers by detecting violations with high

accuracy. Finally, we discuss potential future work and improvements on this system
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as this thesis is part of a larger collaboration with Chevron, which plans to implement

a digital LOTO system in their oil fields.
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Chapter 1

INTRODUCTION

1.1 Background

In industrial worksites, safety is of the utmost importance. To ensure the safety of

industrial site workers, US Occupational Safety and Health Administration (OSHA)

[26] has created safety protocols and required employers to enforce these policies to

ensure workers don't get hurt. Lockout Tagout (LOTO) is the safety protocol by

OSHA used in industry and research when doing maintenance on dangerous machin-

ery or hazardous power sources. The procedure typically uses traditional locks and

tags to prevent the operation of the equipment while the maintenance or inspection

is being conducted. Ensure that these machines are properly shut o� and unable to

be started back up when there is maintenance being done on the machine. As well,

there are restrictions on hazardous materials for power sources, to ensure they are

isolated and inoperative when work is being done. This protocol typically is done

in the following 
ow: Announce shut o�; Identify the energy sources; Isolate those

energy sources; Lock and tag the sources and operational interfaces; Prove the equip-

ment isolation is e�ective; Start maintenance. Once maintenance is done, unlock and

remove the tags. As well, there are restrictions on who can perform the procedure,

quali�ed and authorized individuals are the only ones allowed to aid the procedure,

as well there must be proper PPE, and personal protection equipment [29].

LOTO has a myriad of di�erent use cases and is used in every industry that deals with

heavy machinery and hazardous energy sources. It is a universal safety procedure that

1



OSHA requires to be used in many areas. These uses of LOTO being used include

[7]:

� Entering a site with moving machine parts or hazardous energy;

� Fixing damaged or clogged machines: broken parts often require someone to

reach in and replace them, exposing them to risk if the machine starts again;

� Handling hazardous energy: Most commonly done when doing electrical work,

where turning on the system poses great risk to the workers;

Entering a work site with moving machine parts entails many di�erent work sites.

Examples of this include manufacturing sites with robotic arms, moving to weld and

cutting devices. These sites are in many di�erent industries such as the agriculture,

mining, and manufacturing industries. LOTO is used in many di�erent areas and it

saves many lives.

Figure 1.1: Various Usages of LOTO
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