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ection 404 of the Sarbanes-Oxley
Act of 2002 (SOX) requires that

companies subject to the Securities
and Exchange Act of 1934 include in their
annual reports a report of management on
the company’s internal control over finan-
cial reporting. This must contain manage-
ment’s assessment and a statement of the
effectiveness of the controls. Almost no
guidance, however, has been provided on
how to evaluate the critical component of
internal controls: the control environment.
The control environment reflects top
management’s awareness and commitment
to the importance of controls throughout
the organization, and encompasses man-
agement integrity, ethical values, and oper-
ating philosophy. The key to successful
internal control is having a control envi-
ronment that sets a tone of integrity
which influences the ethical and control
consciousness of employees.

The external auditor reviews manage-
ment’s report and makes an independent
evaluation as part of an integrated audit
of internal controls and financial state-
ments. The auditor issues separate reports
that provide “reasonable assurance™ The
auditor’s internal control report provides
reasonable assurance concerning whether
the company maintained, in all material
respects, effective internal control over
financial reporting. The audit report pro-
vides reasonable assurance concerning
whether the financial statements fairly pre-
sent financial position, results of operations,
and changes in cash flows.

According to PCAOB Auditing
Standard (AS) 2, An Audit of Internal
Control Over Financial Reporting
Performed in Conjunction with an Audit
of Financial Statements (March 9,
2004), the concept of reasonable assur-

ance should be understood to mean that
the likelihood that material misstatements
will not be prevented or detected on a
timely basis is remote—while not abso-
lute, reasonable assurance represents a
high level of assurance.

Internal Control Assessment
Management is required to base its
assessment of the company’s internal

able and recognized framework. The
framework identified in AS 2 is the
Committee of Sponsoring Organizations’
(COSO) framework described in its
Internal Control—Integrated Framework
(1992).

COSO emphasizes changing the corporate
culture to proactively establish the systems
that would prevent fraudulent financial report-
ing. It starts with the “tone at the top.” Top
management should set an ethical tone that
filters throughout the organization.

The COSO framework defines internal
control as a process, effected by an enti-
ty’s board of directors, management, and
other personnel, that is designed to provide

reasonable assurance of the following
objectives: 1) effectiveness and efficiency
of operations; 2) reliability of financial
reporting; and 3) compliance with appli-
cable laws and regulations.

COSO uses the concept of internal
control described in Statement on Auditing
Standard (SAS) 55, Consideration of
Internal Control in a Financial Statement
Audit (1988), which identifies five inter-
related components of internal control:

of an organization, influencing the control
consciousness of its people. It is the foun-
dation for all aspects of internal control,
providing discipline and structure. Of par-
ticular importance is that the control envi-
ronment is influenced by the integrity and
ethical values of those in leadership posi-
tions within the organization and reflected
in the tone set by top management.

W Risk assessment is the entity’s identi-
fication and evaluation of how risk might
affect the achievement of objectives.

® Control activities are the strategic
actions established by management to
ensure that its directives are carried out.
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B Information and communication sys-
tems provide the information in a form and
at a time that enables people to carry out
their responsibilities.

B Monitoring is a process that assesses
the efficiency and effectiveness of inter-
nal controls over time.

Control Environment

Joseph F. Castellano and Susan S.
Lightle point out in “Using Cultural Audits
to Assess Tone at the Top” (The CPA
Journal, February 2005) that tone affects
corporate culture by influencing how top
management might react to situational pres-
sures, such as meeting internal budget
amounts or financial analysts’ earnings
expectations. A strong control environment
supported by an ethical tone at the top is
the comerstone of a system of internal con-
trols that supports the financial reporting
oversight role of the audit committee.

Castellano and Lightle suggest that a
“cultural audit” would provide a means for
assessing the tone at the top and the atti-
tude toward internal controls and ethical
decision-making. They believe that such
an audit can play an important role in help-
ing management shape an ethical climate
within the organization and in helping
directors and auditors assess the effective-
ness of internal controls. The external audi-
tors would include in their internal con-
trol assessments and risk management pro-
files a process designed to assess the tone
at the top and its impact on a company’s
culture. The authors do not identify issues
to be raised or specific questions to address
in the cultural audit, but do point out that
an assessment of the situational pressures
should be an important part of the process.

A more comprehensive and effective
way to evaluate the control environment
and the oversight role of the audit com-
mittee—including how these processes
affect stakeholders both inside and out-
side the organization—is to use a balanced
scorecard approach.

Balanced Scorecard

The balanced scorecard was devel-
oped in the 1990s by Robert S. Kaplan,
a Harvard Business School professor, and
David P. Norton, founder and president
of the Balanced Scorecard Collaborative.
The balanced scorecard is an internal
assessment, improvement, and reporting
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system. It supplies key indicators to man-
agement. The key to the scorecard’s suc-
cess is the link to the entity’s strategic
plan, which includes dimensions beyond
traditional financial performance mea-
sures. Customer and intemal process mea-
sures were added, along with a mecha-
nism for improving managerial perfor-
mance over time. The successful imple-
mentation of this maragement system
turns strategy into action.

EXHIBIT 1

The conventional scorecard measures
performance by combining financial mea-
sures with nonfinancial measures, from
the following perspectives: 1) financial; 2)
customer; 3) internal business processes;
and 4) leamning and growth. The balancing
is done by including nonfinancial measures
(customer, internal business processes,
and learning and growth) alongside finan-
cial accounting measures. Inducing
improved performance to meet the objec-

Stakeholders Affected by the Control Environment
Direct Indirect
External * Shareholders » SEC and other governmental
* Creditors entities
* Customers and vendors | * Competitors
* External auditors * Environmental and other activist
» Markets coalitions
Internal * Management * Board of directors and audit
* Employees committee
* |nternal customers
and vendors

EXHIBIT 2

Dimensions of the Revised Balanced Scorecard

Internal Direct
Which intarnal

ethical processes
must we improve?

4

External Direct
How do we look to
these stakeholders?
» Profitability, liquidity,
risk and growth
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tives of the strategic plan requires moni-
toring the entity’s obligations to its tradi-
tional stakeholders, the most common being
stockholders, creditors, customers, and
employees. Those obligations rely on eth-
ical systems that produce accurate, reliable,
and transparent financial information.

A thorough assessment of the entity’s
business processes is needed to align
them with these obligations, and hence to
the business strategy. Leaming-and-growth
opportunities facilitate improvements to
business processes, and also require that
management and employees change their
behavior when necessary. The changes can
support a stronger control environment
brought about by an ethical tone set by top
management. Exhibit I presents an expand-
ed view of the major stakeholders affect-
ed by the control environment and
describes how this view influences inter-
nal processes and external reporting.

The traditional balanced scorecard is
directed at managerial performance, with
the balancing accomplished by including
nonfinancial measures in the assessment. In
the dimensions of the balanced scorecard
presented by the authors in Exhibit 2, the
traditional “customers” category becomes
“external indirect stakeholders,” whereas
customers are included under “external
direct stakeholders,” along with investors
and vendors. Thus, traditional financial
measures are expanded to include metrics
on all external stakeholders, and a new
dimension for indirect external stakehold-
ers is added. This permits the systematic
incorporation of measures related to the
indirect stakeholders of the company. Often

these groups, through regulatory or politi-
cal action, bring performance considerations
that would otherwise be ignored by man-
agers. Inclusion of this dimension would
lift the time horizon that managers face by
including emerging, possibly strategic,
issues. After all, the “customers” of man-
agerial performance are the various class-
es of stakeholders, who bring various
measures of performance. This framework
provides a change from narrowly defined
direct stakeholders (e.g., managers and cus-
tomers) to wider categories of stakeholders.

In this approach, organizational perfor-
mance has external measures related to exter-
nal direct stakeholders (the traditional “cus-
tomers” category), balanced by external mea-
sures related to external indirect stakehold-
ers. The external measures are coupled
with analogous internal measures, also bro-
ken down on a direct and indirect stakeholder
basis. The internal direct stakeholder absorbs
the traditional internal processes category,
while an internal indirect stakeholder dimen-
sion is added, directed toward high-level cor-
porate governance structures, including the
board of directors and various subcommit-
tees (e.g., the audit committee). The tradi-
tional learning-and-growth measures are
incorporated not as a dimension per se, but
as a mechanism to motivate managers to
learn, grow, and reassess the more logical
dimensions of the new balanced scorecard.
Both external and internal measurement sets
are built on a foundation of ethics and sup-
ported by the new internal indirect corporate
govemance category.

The standard financial analysis measures
related to direct external stakeholders (i.e.,

EXHIBIT 3

Balanced Scorecard Report: XYZ Corporation

shareholders and creditors) should be gath-
ered and standardized. For example, tradi-
tional profitability, liquidity, leverage (risk),
and growth measures arising from financial
statement analysis can be compared to indus-
try norms. These analyses (especially those
related to financial distress, operating risk,
and financial risk) would provide insight not
only into future shareholder return, but also
into any risk associated with financial envi-
ronments conducive to potential unethical
behavior, including questionable earnings
management techniques.

Unsound financial environments and
business models may be breeding grounds
for eamnings and balance-sheet manipula-
tions, which are manifestations of unethi-
cal financial reporting. In addition, eam-
ings manipulation (e.g., the overuse of
accruals relative to an industry average),
financial risk, and an analysis of financial
forecasts are additional sources of empiri-
cal information that bear on the ethical risk
environment. Customers and vendors, now
included under external direct stakehold-
ers, would have measures (e.g., sales
returns, warranty work, and survey data)
included in this category.

External indirect stakeholders vary by
organization. For example, an oil refinery
would rank an environmental coalition
higher than a financial services company
would. Once important parties are identi-
fied, empirical measures of these groups’
perceptions could be gathered in several
ways, including the number of adverse
media reports, SEC complaints, pending
lawsuits, class-action lawsuits, and surveys.

Internal direct measures include tradi-

Beginning date: 1/1/2006; Ending date: 12/31/2006

Dimension Weights

25% 25% 25% 25% 100%
Manager/ Organizational Parent External External Internal Internal Overall
board member unit direct indirect direct indirect measure
Savage XYZ—B0D — 80 90 95 95 90
Mintz XYZ—CEQ — 90 85 90 80 86.25
Callaghan Division A XYZ 75 80 90 75 80
Farragher Division B XYz 85 75 90 85 83.75
Purcell Division C XYz 60 80 50 90 70
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tional internal process measures (e.g.
throughput, manufacturing efficiency, and
product-quality measures) as well as for-
mal 360-degree assessment measures. For
internal indirect stakeholders, measure-
ments would include formal questionnaire-
based survey results.

Assessment of Control Environment,
Including Tone at the Top

One approach to implementing the leam-
ing-and-growth and ethical aspects of the
balanced scorecard is to use an assessment
instrument. Proper assessment of internal
processes leads to implied learning-and-
growth opportunities for organizational
improvement. The cultural audit recom-
mended by Castellano and Lightle is a
good starting point.

Learning-and-growth opportunities pro-
vide a mechanism to improve internal pro-
cesses. Improved processes and behavior
should improve stakeholders’ satisfaction.
Improved societal and stakeholder satis-
faction increases legitimacy and improves
long-term financial performance of the
organization and, at the aggregate level, the
market-based economy itself.

Balanced Scorecard Detail: XYZ Corporation

The following section illustrates a frame-
work for a balanced scorecard that includes
traditional measures along with the new
dimensions proposed above. Specifically,
the framework incorporates areas and ques-
tions that might provide the basis to
assess the control environment, including
the tone at the top. These areas include a
code of ethics, the internal environment for
employees, the internal environment for
financial reporting, management’s report
on internal controls, and corporate gover-
nance (covering both the board of direc-
tors’ responsibilities and the audit com-
mittee’s responsibilities).

New Balanced Scorecard lHlustration

Exhibit 3 provides an example of an
overall report based on the new balanced
scorecard developed in the previous sec-
tion. It is tied to board members and top
managers evaluated by the system. All
categories are represented with weights
presumably tied to the strategies of the
company.

Exhibit 4 illustrates metrics that could
be used by the board-management assess-
ment and motivational system. The desired

EXHIBIT 4

balance is reflected in the weights used
(drawn from a company’s strategies and
priorities) in index compilation. If the actu-
al weighted scores differ, then organiza-
tional goals and priorities are not being
met, implying a need to either change them
or change management behavior.

Again, the elements and their weights,
where applicable to a manager or board
member, would be company-specific and
driven by the strategies and motivational
weighting assigned to the performance met-
ric by the system. This drill-down from the
aggregate report would not only provide
feedback (and possible compensatory
effects), it would also suggest the learning
interventions needed for the organization
to meet its goals.

Finally, Exhibit 5 provides a structured
questionnaire for assessing the tone at the
top and corporate governance aspects of
the system. It emphasizes the ethics of the
internal control environment, including
management’s report on internal controls
and the responsibilities of the board of
directors and the audit committee. The
assessment is driven by requirements of the
Sarbanes-Oxley Act.

Beginning date: 1/1/2006; Ending date: 12/31/2006

Category Element Weight Savage Mintz Callaghan Farragher Purcell
Gross margin ratio 25%
— Asset turnover 10
g E Customer survey %
a Warranties 15
Other 25%
Total 100% 80% 90% 5% 85% 60%
Adverse media reports 20
- SEC inquiries/complaints 2
£ Lawsuits 2
s Survey 2 ;
= Other 20%
Total 100% 90% 85% 80% 5% 80%
Throughput 5
S E Value-added % 20
g B 360-assessment 25
EQ Other 50%
Total 100% 95% 90% 0% 90% 50%
360-assessment 25
- Questionnaire (Exhibit 5) 25
g Cuttural audit 2%
g Other 25%
= Total 100% 95% 80% 5% 85% 90%
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EXHIBIT 5

Internal Indirect Questionnaire

Facet Level Question
Codes of ethics 1 Does the company have a code of ethics that details policies, expectations for decision-making, monitoring of the
code, and assessment of employee behavior?
2 Does the company have a separate code of ethics for financial professionals to address financial oversight
responsibilities, including certification of the statements filed with the SEC as required by SOX?
Internal environment: 1 Does the company have an ethics officer who is responsible for implementing all aspects of the code?
employees 1a  If not, how are provisions of the code enforced?
2 Does the company provide continuous ethics training and opportunities for employee growth?
3 Does the company provide an ethics hotline?
3a  Whois in charge of the hotline?
3b Is the process anonymous?
3c Ifa hotiine does not exist, how do employees report concems related to management and the financial reporting process?
4 Does the company have separate procedures for whistle-blowing?
4a  Who takes the lead in investigating charges?
4b  Who makes the final decision on what, if any, steps are taken in response to whistle-blowing?
4c  In accordance with the provisions of SOX, does the company protect whistle-blowers and not let their actions
negatively influence the evaluation system?
Internal environment: 1 Do pressures exist to meet financial analysts’ expectations or internal budget amounts?
financial reporting 2 Are the pressures justifiable, or are they designed to promote earnings management?
3 Do employees have an opportunity to provide input on management’s expectations for the systems used to process
and report financial information?
4 Do the internal auditors monitor the internal control system to ensure that it works as intended and enhances the
reliability of the financial reports?
5 Do the internal auditors have direct, unrestricted access to the board of directors or audit committee to discuss

matters of concern?
Management's report 1 What is management’s attitude about the need to evaluate internal controls?
on internal controls 1a  Does management view it as a necessary evil?

1b  Does management use it as an occasion to improve internal processes and growth opportunities?
2 Has the company established a framework, such as COSO's, to guide the implementation of internal controls?
3 Do the intemal auditors periodically evaluate whether controls are working as intended and then report back to management?
4 How does management assess its internal controls?
4a s the assessment made by management, or outside consultants?
4b  How are recommendations to improve internal controls dealt with?
Corporate governance: 1 Are a majority of the board members independent of management?
board of directors’ 2 Is the chair of the board of directors a non—executive director?
responsibilities 2a  If not, who is the chair of the board of directors?
2b  If the CEO is the chair of the board, how are potential conflicts of interest monitored?
3 Is there formal board of directors training, especially for new members?
4 Do the independent board members have separate meetings without management members of the board?
5 Do the independent members of the board meet with the external auditors without the presence of management
board members?
Corporate governance: 1 Are all members of the audit committee independent of management as required by SOX?
audit committee’s 2 Is one member of the audit committee designated a “financial expert” as required by Sarbanes-Oxley?
responsibilities 3 Does the audit committee work with the external auditors to ensure that the internal controls over financial reporting
are operating effectively?
4 Does the audit committee work with the external auditors to resolve any differences with management over the
application of generally accepted accounting principles?
5 Does the audit committee ensure that the company meets its obligations to external (indirect) stakeholders?
5a  Are all financial reports required by the SEC and other regulatory agencies filed on a timely basis?
5b  Are all environmental compliance statements filed as required?
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Toward a Coherent Strategy

The authors have developed a more bal-
anced “balanced scorecard” board and
management appraisal system, which
generates behavior that not only promotes
organizational strategies, but does so in a
way that promotes ethical behavior.
Developing the empirical measures of a
balanced managerial assessment can be a
challenge, and the process must be specif-
ic to the organization. Properly identify-
ing and weighing the measures across these
dimensions is key to implementation suc-
cess. Each organization would have to
struggle with these problems. On the other
hand, established rating agencies (e.g.,
Standard & Poor’s for bond ratings) have
successfully confronted these difficult
issues. The use of multivariate statistical
techniques, along with post-hoc analysis of
failures, can improve weighting schemes
over time, Finally, good-faith attempts to
measure managerial performance are
preferable to no attempt at all, if there is

a recognition that the organization’s suc-
cess and ultimate viability depend upon
societal acceptance of its managerial per-
formance in fulfilling its explicit and
implicit obligations.

If implemented well, the proposed bal-
anced scorecard system should force
management to articulate a coherent strat-
egy built on a commitment to ethical
behavior—learning that is to be commu-
nicated and implemented throughout the
organization. The system helps to establish
the parameters of an internal control envi-
ronment that promotes actions based on
integrity and ethical values. The tone set
by top management should encourage
effective and ethical internal processes that
help to meet external reporting obliga-
tions and provide growth opportunities
for the employees.

The authors have presented a new bal-
anced scorecard approach to incorporating
stakeholder interests and intemnal dimensions
of the organization with the evaluation of

the control environment. The issues raised
and the questions suggested can be viewed
as best practices to be implemented by an
organization based on its unique needs.
Regardless of the controls in place and the
assessment process, what is most impor-
tant is to have a broad-based organization-
al commitment to integrity and ethical val-
ues that creates a control environment which
helps top management resist the pressure
to manage earnings. Q
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